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TECHNICAL NOTE #1003

Best Practices for Surge and Lightning Suppression of POE Devices

What are the best practices for surge and lightning suppression? Security devices installed outdoors are typically exposed
to surges, transients, and lightning. The wiring and installation details, as shown in Figure 1, in this technical note are
based on common practices used to ensure proper surge and lightning suppression of Southwest Microwave PoE devices.

POE-S Device

Outdoor rated surge suppressor with shielded RJ45 connections. Must be
mounted within 3 feet (.91m) of the POE device. (May require enclosure)

Earth ground per local code. J__—_

Cat5e or Cat6 shielded twisted Ethernet cable with shielded
RJ45 connectors not to exceed 100m (328 ft.). The cable
must be routed through a permanently earthed metal conduit.

Field distribution box with outdoor PoE network switch
with shielded ports, outdoor rated surge suppressor and
any additional infrastructure equipment required. (Note:
ifthe switch is mounted indoors, a surge suppressor
must be mounted on the outside of the building before
the cable enters the building.

Earth ground per local code. J__—_
Figure 1
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